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The Organization

AAA is synonymous with helping motorists in need. Members of the AAA Club 
receive roadside assistance, towing, and fuel delivery, as well as discounts on 
hotels and other travel necessities.

The Challenge

As with any company that accepts credit cards, AAA must comply with Payment 
Card Industry Data Security Standard (PCI-DSS) regulations, passed to secure the 
network environment in which most merchants and software providers operate. 
One of the PCI requirements is an annual internal penetration test of security 
systems and processes.

When the Oregon/Idaho AAA Club needed this test performed, the club’s 
Information Security Analyst, Erin Benedictson, contacted Aurora.

“We were pressed for time,” Benedictson explained. “We were starting the process 
in January and had to turn it in by the first of February.”

The Solution

The Aurora penetration testing procedure comprises a tactical approach 
to securing all infrastructure risk. Tests are conducted against a company’s 
Internet perimeter and internal systems using real-world attack techniques, 
both automated and manual.

Results

“The customer was pleased with our ability to come in, get it quoted, get 
it done, and come up with some solid recommendations in a very efficient 
fashion,” said Gary Bahadur, Manager of Security Services at Aurora.

Aurora Earns an ‘A’ from AAA Oregon/Idaho by 
Completing PCI Penetration Test in Two Weeks

Solution at a Glance
Aurora completed an internal 
penetration test in just two 
weeks to help AAA achieve PCI 
compliance within a 30-day 
window, while reducing testing 
costs and inconvenience.

“It was an 
extremely fast 
turnaround.”
—Erin Benedictson, AAA 
Oregon/Idaho

CASE STUDY
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Results (Continued)

“We were brought in at the beginning of January and completed the test in about two weeks. They were very happy with 
the way we were able to take care of this so quickly.”

“It was an extremely fast turnaround,” Benedictson said. “Usually the process takes a lot longer, especially if you have to get 
into negotiating process. But Aurora came in with a price that we were able to run with, without going back and forth.”

While the test was completed quickly, it was as thorough as any that the AAA Club had experienced in previous years, 
according to Benedictson. “It reflected the amount of detail you would expect from a test of this magnitude,” he said.

“Our goal is to always make sure our analysis processes are as non-disruptive to the organization as possible,” Bahadur said. 
“That takes into account not only the time required, but also an effort to limit any intrusion into the company’s day-to-day 
operations.”

Benedictson said having the test conducted remotely was not only more efficient; it helped AAA save money. “Previously 
we had to have someone in house to complete the test, and that meant flying them in and putting them up for a couple 
days, plus allowing them access to come in at night and do the work. With Aurora we saved money, it was a lot more 
convenient, and we had the same level of service as in years past.”

Frequent Attack Vectors for Hackers
Targets for Penetration Testing

About Aurora®

For over 23 years, Aurora has been architecting, deploying and managing complex enterprise security solutions that 
solve complex business challenges.  Headquartered in Southern California and supporting customers worldwide, Aurora 
continues to be one of the fastest growing security solution providers in the nation. For more information, visit 
www.aurorait.com.

 » All attack and penetration analysis 
processes used by Aurora are 
designed to be non-disruptive to the 
organization in most cases, providing 
valuable insights into a company’s 
overall security posture.


